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Accessing a Secure Email

Consumer Direct uses a secure messaging system to send protected health information.
Below is an example of a secure message. This is not spam so do not delete.

Natasha Andries [ Mon Oct 01 2018 10:17:39 GMT-0600 (Mountain Daylight Time

New ZixCorp secure email message from Consumer Direct Secure Email

To view the secure message, click Open Message

The secure message expires on Nov 30, 2018 @ 05:17 PM (GMT).

Do not reply to this i i this was auto-g ated by the sender's security system. To reply to the sender, click Open Message.

© Ifclicking Open Message does not work, copy and paste the link below into your Internet browser address bar.

Want to send and receive your secure messages transparently?
Click here to learn more:

Figure 1: New secure email message from ZixCorp.

Step by Step

'I Click the Open Message button (Figure 1) or use a web browser to
navigate to: https://web1.zixmail.net/s/e?b=consumerdirectonline

2 If this is your first time viewing a secure email from Consumer Direct, you will need to register.
This is different than your web portal login. Create a password. Passwords must meet the
password rules. Enter your password and click the register button (Figure 2).

ctél\l&ﬁl\ﬂEﬁHWORK Secure Email ﬂ

EVERY L1TFE. EVERY MO0OMENT. EVERY DAY,

Register Account
Register below for your mailbox to send and receive secure messages.

Email Address:
privatedata@mailinator com
Password:
............ ®

Re-enter Password:
............ )
Password Rules

Passwords must be at least 6 characters in length, and meet 2 of the following conditions:
« Contain both alphabetic and numeric characters
« Contain both uppercase and lowercase characters
« Contain at least one special character, such as: ~|@#5%"&

Passwords cannot maich email address

Learn more about receiving secure messages directly o your inbox.

FDIC S

secueaty ZIX
Figure 2: Registration screen for receiving secure email messages.
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Accessing Secure Email, cont.

2 (Cont.) If you've registered before, you will get the login
screen below. Enter your password and click the sign in
button (Figure 3).

jﬂ%%ERIEFWUBK Secure Email ﬁ

EVERY LIFE. EVERY MOMENT. EVERY DAY.

Welcome to the Consumer Direct Secure Email Message Center

Email Address

L
Password

L}

Forgot your password? New to secure email? Need more assistance?

=3

Leam more about receiving secure messages directly o your inbox.

Figure 3: Sign In screen for returning users.

3 After signing in you will be able to read and respond to your
message(s), (Figure 4). Messages do expire so print or save
the email if you wish to keep it. Remember to check your
spam/junk folder often.

jﬂt{l}N&ﬁhﬁEﬂNﬁWmK Secure Email ﬂ
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Inbox U Address H Compose ” Sent Mail U Drafts @

[ Resy Lo aa — st €|

Received:  Oct 1, 2018 10:17 AM
Expires: Nov 30, 2018 11:17 AM

From: natashaa@consumerdirectcare.com
To: privatedata@mailinator.com
ce:
Subject: Sample Email

This message was sent securely using Zix®
Secure email

Natasha Andries | Instructional Designer
Consumer Direct Care Network | Operations
100 Consumer Direct Way, Ste 327

Missoula, MT 59808
C: 406 P: 406,

wwve.consumerdirectcare.com

zsecure

EVERY LIFE. EVERY MOMENT. EVERY DAY.

CONFIDENTIALITY NOTICE: This e-mail and any ing this ission may contain personal information subject o such privacy
regulations as the Health Insurance Portability and Accountability Act of 1296 (HIPAA). This information is intended only for the use of the authorized individual named
above. Such authorized recipient of this information is prohibited from disclosing this information to any other party unless required to do 3o by law or regulation and is
required to destroy the information after its stated need has been fulfilled. If you are not the intended recipient, you are hereby notified that any disclosures, copying,
distribution, or action taken in reliance on the contents of these documents s strictly prohibited. If you have received this information in error, please notify the sender
immediately and arrange for the destruction of these documents.

Thic message was secured by Zix®.

ENnIe ™

Figure 4: Sample secure email.
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Changing Your Secure Email Password

From the secure email login screen, click the Reset button orgot your password?
under the Forgot Your Password section (Figure 3).
Enter your e-mail address and new password. Click the
. Email Address:
reset button (FlgUfe 5) e privatedata@mailinator.com =
New Password:
) L. . . ) Re-enter New Password E
You will see a notification that a reset confirmation has ®
been sent to your email address (Figure 6). ]

Figure 5: Password Reset Fields.

From your email, click the link to activate or decline your
new password (Figure 7).

Account Change Confirmation

A confirmation email has been sent to your email address. Follow the instructions within the ema
receive the confirmation email, make sure you are a registered user for this portal. You should al:
email.

Click the activate button to accept your new password : —
Figure 6: Account Change Confirmation.

S O B LN -

(Figure 8).
consumerdirectonline.notification@zixmessagecenter.com | consumerdirectoniine notification@zixme:
i i i i X i Your Consumer Direct Secure Email password is pending
You will receive a confirmation message after clicking the T scite o desine vour e passverd, click e bk belor
activation link. Click the continue button to proceed to the el s e S

If the link above is disabled. copy and paste it into your Internet browser address bar.

|Og|n screen (F/gure 9)' Figure 7: Secure Email Password change pending notification.

To activate your new DSSSWGI’“, select the button below:
==

To decline your new password, select the button below:

=

Figure 8: Activate or Decline buttons.

ﬂ%ﬁﬁﬁﬁ%m Secure Email ﬁ
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Activation Successful

‘ou have successfully activated your new password. Click Continue to return to the Sign In page.

Note: Your password is important. Please store it in a safe place

Figure 9: Successful activation continue button.
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